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Education
Lack of Awareness

Training update lags

Insider Threats

Social
Social Engineering

Phishing

Baiting

Reputation Damage

Technology
Outdated Systems

IoT Vulnerabilities

Present Thinking!

Lack of Encryption

Misconfigurations

Ransomware

Phishing Simulations



Big Picture Risk for City Leaders

Over-reliance future on AI Tools might carry big 
consequences. 

Velocity mis-match between city leaders and cyber 
criminals is widening.

New Cyber Security tools are impacting the digital 
budget. 

We are in a new defensive posture with AI arriving.

Cyber criminals are using AI to launch more sophisticated 
attacks. Some of these will use deepfaking audio and video 

to get access to client files 



Velocity mismatch

Cities, towns, and municipalities run at a 
much different pace than a cyber-criminal.

• Budget cycles are different

• Local governments don’t like to be first on board.

• Overwhelmed with information 

• Don’t want to invest in emerging technologies when 
there are bridges, roads, buildings needing repairs.  

• Voters vote once a year.  

• Generally there is not a level of buy-in from the 
voters. 



DARK SIDE THREATS



Social Engineering
Business Email Compromise
Persuasion training
Deepfakes

The most dangerous hacks aren't 
into our computers, but into our 
minds.
 - ChatGPT & Matthew Bertram -



Cybersecurity
AI model poisoning
Deepfakes
Malware
Bypass CAPTCHA 
End-point exploitation



AUTO-GPT ATTACKS

Attacks can unfold over days, weeks, or months 
and be extremely difficult to detect

Can integrate many attack vectors (phishing deepfake, 
malware) into a coordinated strategy

Can automatically update strategy and adapt to 
unexpected obstacles or new information



Designing a Winning Cyber Security Strategy



ENHANCING YOUR DEFENSES

Eliminate email from 
business processes 

Embedding fraud / anomaly 
detection AI into processes

Aggressive process 
automation strategy

AI powered threat prevention 
across attack vectors

In the digital arms race, our best defense is 
not just better technology, but better 

awareness - ChatGPT

Adopt the CISO mind-map



• Security Operations

• Risk Management

•Legal and Regulatory

•Business Enablement

•Security Culture

•Identity Management

•Governance

•Leadership Skills



Legal and Regulatory

Privacy and Compliance

Data Activation

Governance

Security Cultural

Leadership Skills

Risk Management & Frameworks

Identity & Access Management

Security Operations

Application Security

Prevention

Network Security

Detection

Governance

Departmental
Ownership

Technology
Ownership

Big Picture Cybersecurity Directional Strategy

The collaborative synergy 
between the various 

departments leadership 
and the technology group 

is crucial.



High Risk

High ThreatLow Threat

Low Risk

Security OperationsS

Risk ManagementR

Legal & RegulatoryL

Business EnablementB

Security CultureC

Identity ManagementI

GovernanceG

Leadership SkillsH

Critical Alert ZoneStorm Warning Zone

Safety Zone Watch Zone

Cybersecurity Risk & 
Threat Matrix



AUDIENCE QUESTION
Share 6 reasons why you 

would want to add AI skills 
requirements to
job descriptions? 
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