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Big Picture Risk for City Leaders

We are in a new defensive posture with Al arriving.

Over-reliance future on Al Tools might carry big
consequences.

New Cyber Security tools are impacting the digital
budget.

Cyber criminals are using Al to launch more sophisticated
attacks. Some of these will use deepfaking audio and video
to get access to client files

Velocity mis-match between city leaders and cyber
criminals is widening.



Velocity mismatch

.

Cities, towns, and municipalities run at a
much different pace than a cyber-criminal.
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Budget cycles are different

Local governments don't like to be first on board.

e Overwhelmed with information

Don't want to invest in emerging technologies wh
there are bridges, roads, buildings needing repairs.

Voters vote once a year.

« Generally there is not a level of buy-in from the
voters.
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Ransomware's effect on
healthcare downtime.

Octo Tempest: a gang with a Un,'ve
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@ Pe rs u a S I O n t r - E;E::;ivssters Used Al to Mimic CEQO’s Voice in Unusual

)
Cybercrime Case

Scams using artificial intelligence are a new challenge for companies

sDeepfakes

PHOTO: SIMON DAWSON/BLOOMBERG NEWS

By Catherine Stupp
Updated Aug. 30,2019 12:52 pm ET | WSJ Pro

& PRINT A\ TEXT

Criminals used artificial intelligence-based software to impersonate a
chief executive’s voice and demand a fraudulent transfer of €220,000
($243,000) in March in what cybercrime experts described as an
unusual case of artificial intelligence being used in hacking.




Al model poisoning
sDeepfakes
sMalware

sBypass CAPTCHA

sEnd-point exploitation

Auto Solve
Google reCAPTCHA

\/ I'm not a robot

HOW TO

How To Bypass Google
Recapture

By worm < July 27, 2023

Amidst this digital revolution, certain security measures have been put
in place to safeguard the online ecosystem. One such measure is
CAPTCHA (Completely Automated Public Turing test to tell
Computers and Humans Apart), which has been adopted by websites
and online services to prevent automated bots from engaging in
malicious activities. While CAPTCHA serves its...

READ MORE —




AUTO—G PT A'I_I'ACKS

an integrate many attack vectors (phlshlng deepfake,
maIware) into a coordinated strategy
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Attacks can unfold over days, weeks, or months

and be extremely difficult to detect
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Can automatlcally update strategy and adapt to -
unexpected obstacles or new mformatlon
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ENHANCING YOUR DEFENSES

Adopt the CISO mind-map

P &{ 5 ; I '
A |\ I powered threat prevention
o/ . 4  across attack vectors

&

Eliminate email from
/ business processes

e Aggressive process
automation strategy

Embeddm fraud / anomaly
detectlon Al into processes

In the digital arms race, our best defense is
not just better technology, but better
awareness - ChatGPT
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DIENCEQUJESKRION

Share 6 reasons why you
would want to add Al skills
requirements to

job descriptions?
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